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Vendor agrees that any and all unencrypted personally identifiable student data will be stored, processed, and

maintained in a secure location and solely on designated servers. No School Board data, at any time' will be

pro""tr"O on or transferred to uny portutl" computing device or.any portable storage medium' unless that

Itorug. medium is in use as part-oi the vendor'i designated backup and recovery processes or the data is

"n.ry:pt.d. 
Atl servers, ,rorrgr, backups, and network paths utilized in the delivery of the service shall be

contained within the United S-tates unleis specifically agreed to in writing by the School Board'

Vendor agrees that any and all data obtained from the School Board shatl be used expressly and solely for the

purpor.r-.nrmerated in the Agreement. Data shall not be distributed, used, or shared for any other purpose'

As required by Federal and State law, Vendor further agrees that no daa of any kind shall be revealed,

transmitted, exchanged, or otherwise passed to other vendors or parties. Except as specifically permitted by the

terms of the Agreement, Vendor shali not sell, transfer, share, or process any student data for any commercial'

advertising, or marketing purpose.

vendor shall develop a policy for the protection and storage of audit logs' The policy shall-require the storing

of audit logs and ,..orA, on u ,erver separate from the tyttJ,, that generates the audit trail' Vendor must restrict

access to auilit logs ,o p."r"r, tarnpering or altering of audit data. Retention of audit trails shall be based on a

schedule determined after consultaiion iith operatiinal, technical, risk management, and legal staff'

Vendor is permitted to disclose PII and student data to its employees, authorized subcontractors, agents,

consultants and auditors on a need to know basis only, provided thatall such subcotrtractors, agents, consultants'

and auditors have written confidentiality obligations to vendor and the School Board consistent with the terms

of this Addendum. The confidentiality obligations shall survive termination of any agreement with vendor for

so long as the infbrmation remains confideritial, whichever is longer, and will inure to the benefit of the School

Board.

vendor acknowledges and agrees that unauthorized disclosure or use of protected information may ineparably

damage the School Board in-such a way that adequate compensation could not be obtained solely in monetary

damages. Accordingly, the School goaid shatl have the rigirt to seek injunctiv-e relief restraining the actual or

threatened unauthorized disclosure or use of any protected information, in addition to any other remedy

otherwise avaitable (ii"ruaing reasonable 
"ttorn"y 

fees). Vendor further grants the School Board the right' but

not the obligation, to enforceihese provisions byiuit in Calcasieu Parish' Lnuisiana'Vendor hereby waives

,hr &G;ia bond Uy S"froof Board with ."ti""t to any action for injunctive relief'

Vendor shall establish, implement, and provide to School Board evidence thereof, a clear data breach response

ptan outlining organizational policies and procedures for addressing a potential breach' Vendor's response plan

shall require prompt r.rponr. tb, rninimizing-the risk of any further data loss and of any negative consequences

of the breach, inctuoiig';"t"rii"r harm to aFected individuals. A data breach is any instance in which there is

an unauthorized or unlawful release or access of personally identifiabte information or other information not

suitable for public release. This definition applies regardless of whether Vendor stores and manages the data

directly or through a contractor, such as a cloud service provider'
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